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Most internet users are familiar with how services such as search engines and
business directory services use geo-targeting to deliver the most relevant
content to users based on their locations. For instance, people searching for
pizza online likely want search results near where they live. Geo-targeting is
therefore extremely useful in search engine optimization (SEO).

However, illicit operators also use techniques similar to geo-targeting to
evade enforcement and hide their illicit activity from internet companies
and payment service providers. In this FAQ, we answer common questions
about what geo-targeting and technology targeting are, and how they are
sometimes used in ways that can put you at risk.
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What are geo-targeting,
technology targeting, and
cloaking?

Geo-targeting and technology targeting are useful tools that enhance
the browsing experience, typically based on characteristics of the user.

B Geo-targeting refers to the method of delivering different content to
consumers based on their geographic locations.

B Technology targeting, or user-agent targeting, targets users based
on their specific browsers, operating systems, or devices.

B Finally, cloaking is the method of delivering different content or URLs

to human users and search engines.
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Most search engines, such as , offer advertisers tools that

allow them to target ads precisely based on user location. An ad can

show as broadly or as specifically as an advertiser wants: countries,
areas within a country, a radius around a location, or location groups,

which can include places of interest, business locations, and tiered

demographics.
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https://support.google.com/google-ads/answer/1722043?hl=en
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What are legitimate uses
of geo-targeting and
technology targeting?

Almost anyone operating online — from local businesses, internet
search platforms, websites, and phone apps — use geo-targeting and
technology targeting to deliver what they believe is the most relevant
data to users based on their locations and demographics. For example,
to maximize user experience and ease, a website can display different
languages and currencies based on visitors’ geographic locations.
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Below you can see how Google Shopping delivers different content and

currencies to visitors from different geographic locations for the same

search term “buy camera.”

Google

Preis

Unter 300 €
300€-800€
800 €-3.000 €
Uber 3.000 €

Kategorie

Kameraobjektive

Digitalkameras

Zustand

Neue Artikel
Gebrauchte Artikel

buy camera

Anmelden

Banggood 16MP 1080P 16-fach-Zoom 2,4-Zoll-
Bildschirm TFT Anti-Shake-Digitalkamera mit
eingebautem Mikrofon

27,58 € + 2,84 € Versandkosten DE.Banggood

84 % positiv (2.236)

16 MP - 16x Optischer Zoom - CMOS

IP Funk Uberwachungskamera - WLAN LED IR
Nachsicht, NEXUS N-VIEW

39,99 € + 5,99 € Versandkosten Nexuscctv.de

Wi-Fi - AuBenbereich - Nachtsicht - Kabellos

Fujifilm X100F 7.6 cm (3") LCD-Display, Fujinon 23

From Germany, Google Shopping displays content in German and currencies in Euros.
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Gu¥g
Brand
Canon
Nikon

Sony
MORE

Type

Point & Shoot
DSLR

Mirrorless System

Sensor Size

Compact Sensor
Crop Sensor
Full Frame Sensor

Medium Format Sensor

buy camera

About ®

Sony DSCH300/B 20MP Digital Camera with 35X
Optical Zoom - Black
9 $199.99 Target Compare prices from 50+ stores

1,340 product reviews

Get your performance from this Sony Cyber-Shot digital camera. It has
an impressive optical zoom of up to 35x so that you can ...

January 2014 - Sony - Cyber-shot - Cyber-shot H Series - Cyber-shot
DSC-H300 - Point & Shoot - 20.1 MP - 35x Optical Zoom - Compact
Sensor - CCD

Canon EOS 4000d Rebel 18mp Digital SLR
Camera + 18-55mm Lens + 32gb Bundle
$329.98 Walmart - Teds Electronics

Compare prices from 5+ stores

1,256 product reviews

Tell distinctive stories with your photography. This beginners DSLR
b ol oo RN ETa N

For the same search term, when users visit from the US, Google Shopping shows content in English

and displays US dollars, plus slightly different products based on shipping availability.
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Geo-targeting can also be used to manage intellectual property content.
One of the classic examples of such intellectual property content
is streaming television. Due to licensing rights, services such as Hulu
and Netflix may not provide streaming services, or only provide certain

content, to customers outside of the US.

Online websites selling products that might be restricted or prohibited
in certain countries may also use location detection to restrict shipping
based on a visitor's geographic location. Websites may also geo-
target and display different results based on the availability of shipping

locations.

Geo-targeting is an important strategy for
businesses trying to rank for the most relevant keywords for their niche,

especially in highly competitive markets. Some companies offer

versions of their websites to better target their
audiences.
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https://support.google.com/webmasters/answer/182192?hl=en
https://support.google.com/webmasters/answer/182192?hl=en

What are illegitimate uses
of geo-targeting and
technology targeting?

Bad actors can also use geo-targeting and technology targeting
to evade enforcement. Websites engaging in questionable or even
illicit behaviors may only show high-risk content to visitors in certain
geographic locations or users with specific device types, while showing
innocuous content to visitors from another specific geographic location

or using another device type.
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For example, the now-defunct website zh-jhjs.com, shown below,
appeared to be a legitimate packaging supplier on a desktop browser

(although sharp eyes will notice the IP-infringing Alibaba logo at top).

Services & Membership . Help

v

Richer
RICHER GROUP BE TOP GLOBAL PACKAGING SUPPLIER

TEL:86-592-5610311 Mob:+86-13860188777 E-mail:sales@richer-group.com.cn

Home Products Company Profile Contacts
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On a mobile device, however, the website showed fake news content

marketing high-risk supplements. The website pretended to be a

legitimate news website and even featured celebrities who likely did not

endorse the products being sold. The “news” content is lathered with

outrageously misleading weight loss claims such as “30 lbs of stomach

fatloss in just 1 month.” Similar marketing tactics have been cited by the

FTC as deceptive.

TODAY

Weight Loss Pill That
Naturally Burns Fat Gets
Biggest Deal In Shark Tank
History

» g g
<R

(Monday, February 17, 2020Saturday,

ehruany 1 2020 it was the o
Buy 3 Get 2 Free & Buy 2 Get 1 Free. To Be.
Beauty?
I

It's been six months since the American
Idol alum started her weight-loss
journey.Among many slimming pills,
Rapid Fast Keto Boost is her only choice.
In a March 2018 interview with Redbook,
she revealed that she had lost a total of
80 pounds and had gone from a size 16 to
a size 6. - Jennifer Hudson

Buy 3 Get 2 Free & Buy 2 Get 1 Free. To Be
Beauty?

AOVANCED WEIGHT LOSS® WITH
METABOLIC KETOSIS SUPPORT

GO BHB KEYTONES®
BURN STUBBORN FAT"
ENHANCED ENERGY 6 FOCUS
HELPS supRESS APPETITE®
KETOSIS BODSTER"

[ Step 1: Limited Bottle Of Rapid
Fast Keto Boost

Take advantage of our exclusive link and enjoy
Freeshipping!

Hurry! Only 17 Bottles Left.

Claim Yours Now!
Buy 3 Get 2 Free & Buy 2 Get 1 Free. To Be
Beauty?
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Another example is the now-defunct arizona19.club, which appeared to

be a website showing generic information about the state of Arizona to
crawlers.

27 Arizona - State Information ) Services O AboutUs b, Try It Now!

Arizona - State
Information

Phone

State of Arizona information and statistics
including census data, population, capital, maps,
congressional reps, state flower, song and much

Message

more. Arizona, the Grand Canyon state, achieved
statehood'on February 14, 1912, 'the last of the
48 coterminous United States to be admitted to
the union. Originally.

SEND FORM
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However, LegitScript was able to detect that the website redirected to a

rogue pharmacy website belonging to the PharmEmpire network.

Shopping cart:
otemssoon | AF

Fildena 150mg

Productname  PerPil Savings (oly today) PorPack.

30pills
60 pills
90 pills

120 pills

Some supplement sellers engaged in geo-targeting or technology
targeting are also engaged in high-risk behaviors such as

. The FTC has
internet marketers.

to watch out for these
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What do website operators
use cloaking for?

Cloaking— a controversial practice that is sometimes called “transaction
laundering of the advertising space” — is typically considered a form of
"black hat” SEO. In fact, cloaking is considered a violation of many
search engines’ and social media platforms’ policies because it can
serve users with different results than they expected. Furthermore, in
many cases, cloaking can also be used to affect search engine rankings
by fooling the search engine’s algorithm. lllicit advertisers engaging in
questionable behaviors may also use cloaking to evade detection by
crawlers and/or ad reviewers.
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When a website is hijacked, the hijackers can also use cloaking to make
it more difficult for the primary website operator to detect the intrusion.
Violative content may only show in particular instances. This can make it
difficult for search engines to catch and enforce hijacked content.

To help cut down on spam and potentially violative content, cloaking

violates the terms and conditions of . , and
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https://support.google.com/webmasters/answer/66355?hl=en
https://www.facebook.com/communitystandards/spam
https://blogs.bing.com/webmaster/2012/01/12/things-you-should-avoid
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How are geo-targeting,
technology targeting, and
cloaking implemented?

Geo-targeting, technology targeting, and cloaking can have similar but
different methods. A geolocation can be detected via a website visitor’s
IP address, device ID, GPS signals, and more. Some of the methods

cloakers can use may include:

B Collectingandrecording IP addresses that visit the page, and blocking

questionable ones

B Detecting a visitor's referral URL and/or user agent HTTP header and
blocking ones that look as if they might be coming from a content

reviewer or a crawler

Geo-targeting, Technology Targeting, and Cloaking
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B Banningorshowingdifferent contenttovisitorsin aspecificgeographic
location where content reviewers or enforcement agencies may be
located

Oftentimes, these websites utilize scripts such as PHP scripts, which
are the components embedded in HTML codes, to make their websites
behave dynamically, including delivering different content to different

users.
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Case Study:
An |P-infringing Streaming
Website

dongphim.net is a website that allows visitors from specific locations
outside of the US to illicitly watch copyrighted videos for free.
However, to avoid detection from copyright holders and enforcement
agencies, it cloaks itself as a news website to users based in the US,

where enforcement is strongest.
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Searching for its domain name via Google shows that the website title is
“Pong Phim | Xem phim | Phim hay | Phim HD vietsub ...," which translates

to “Movie Cave | Watch movies | Good movies | HD Movies vietsub ... ."

Google  dongphim v Q

Q Al & News [ Images < Shopping [] Books i More Settings  Tools

About 9,700,000 results (0.48 seconds)

www.dongphim.net» ... v Translate this page

Dong Phim | Xem phim | Phim hay | Phim HD vietsub, thuyét ...
Dong phim - Trang xem phim méi, xem phim online, phim hay mién phi chat lugng full HD. Téng
hap phim chiéu rap, phim bd online vietsub sém, thuy&t minh ...

Phim B Trung Quéc Trung Quéc
Téng hop Phim B Trung Quéc Tim Phim Trung Quéc. Nira La Mat
vietsub thuy&t minh, Xem phim ... Ngot, Ntra La Dau Thuong ...

Phim chiéu rap Tatca
Téng hop PHIM CHIEU RAP vietsub Tim Phim bd. Nira La Mat Ngot,
thuy&t minh, Xem phim ... Nira La Pau Thuong, Ching ...

Han Quéc Phim Chiéu rap viét nam
Tim Phim Han Quéc. Tréi Dep Em Téng hop Phim Chiéu rap viét nam
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For users located in the US, the page typically takes a few seconds to
load as a geo-targeting PHP script appears to be determining which
content to show visitors. After the script determines that a user is based

in the US, it displays news content, such as the page shown below.

DONGPHIM

Gidi

Khuyét diémkhi8n 12 con gidp khé thihg
tiér cong viéc'

Gidi Gidi

",(5!: :::Gm COVID-19 hdi phuc mang hy vong méi cho phét trién :;ff’cmmiwm"""‘“"
© wain tede.
8 6tlntreoc

M§ nhan ¢6 nha 7 tang, ho'n 40 phdng, mat tign

“ddt vang” Sai Gon la ai?
@ 6uanwoc
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However, visitors from many non-US countries would see a movie page,
as shown below. Movies available include a number from Disney, such as
Frozen 2 and Captain Marvel, and other titles from common US targets

of IP infringement.

CO THE BAN QUAN TAM et

A

A damfinarmudaugiomana i
#u 3 wirlag laispafen
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Furthermore, the website also displays spammy ads and videos that
promote other problematic websites, such as a gambling aggregator
platform.

Hey, are you looking for the top games? Here you can find selection of the best online casinos for the US players. This selection is based on
promotions, bonuses, security, cash out options, reputation, software robustness, graphics, customer service, game diversity and the overall
respect of the players. We update our top recommended online casinos on a regular basis.

The average rating % % % % J is based on the average ratings of each casino (see the table below).

Ruby Slots

Payout Total Bonus
& No Deposit 30 Free Spins

Bonus 250% up to 82500+ 35 ke 97.6%  $2500

Spins.

slats Of Vegas Payout Total Bonus
2 EJW No Deposit Bonus §25 97.5% $2500 Play now

Bonus 250% up to $2500

3 @ /&‘7 S:;Ipccswaxtsiauflsr;? Payout Total Bonus m
L) vonisim oo 97.4%  $2900
Fre Spins

a Ignition Casino Payout Total Bonus
Ignition ¥
NIt Bonus up to $1.000 97.9% $1000
. Cafe Casino Payout Total Bonus
A lay now
Bonus 500% up to $5,000 96.9% $5000
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While geo-targeting and technology targeting can be a tremendously
useful tool for virtually any legitimate business operating online, these
techniques can also be used by illicit cloakers to thrive in internet and
payment ecosystems. LegitScript has seen an increase in problematic
advertisers developing and employing various black hat methodologies,
such as cloaking, in order to evade detection. Partnering with a
monitoring provider like LegitScript can help you weed out bad actors
and the reduce risk of violative content occurring on your platform or in
your portfolio.
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About LegitScript

At LegitScript, our mission is to make the internet and payment
ecosystems safer and more transparent for businesses and the public.

LegitScript experts proactively monitor black hat techniques that
illicit operators use to target specific users and evade detection. Our
monitoring services provide best-in-class solutions for identifying high-
risk merchants and helping our clients remove problematic vendors from
their platforms and portfolios.
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Internet Platform Trends

The Rise of Website Hijacking  §%egiscrin


http://www.legitscript.com/newsletter
http://www.legitscript.com/blog
https://twitter.com/legitscript
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